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Q.
What do these contain?

A.
BS7799 Part1 contains the Information Security Management Code of Practice.

BS7799 Part2 contains the Requirements for Information Security Management.
Q.
So, what then is ISO17799 & ISO27001?

A.
The International Standards Organisation (ISO) adopted the British code of practice in its entirety and gave it an ISO number. So BS7799 Part1 and ISO17799 both refer to exactly the same thing. In fact nowadays we no longer use the BS number for part 1 and refer to it by its ISO number instead. Similarly, there is also an ISO version of BS7799 part 2. This is ISO27001. It’s important to note that the new international standard is dual numbered as ISO/IEC 27001:2005, BS 7799-2:2005 and will be around for some time (expected to be about 2 years), which means that there will be no difference between certification to BS 7799-2:2002 and the new ISO/IEC 27001:2005. However, all organizations currently certified to the current BS 7799-2:2002 must take into account the changes to the 2005 version and bring their information security management system up to date

To Summarise:

The Information Security Management Standard is now published in two parts:

(1) ISO/IEC 17799:2005 Code of practice for Information Security Management


(2) ISO/IEC 27001:2005 Requirements for Information Security Management Systems
Q.
Why does anyone need this standard?
A.
Primarily, it is in accordance with best practice. Also, compliance will be a corporate legal requirement in the near future. In 2002 the government had mentioned the year 2008. Aims management consultants  has been actively pushing the adoption of the standard by all government institutions, organisations, enterprises, and commercial businesses. In fact, all businesses, especially those involved in any kind of eCommerce (using electronic communications the internet, e-mail, etc.) are required to be compliant by 2008. This also applies to all business partners regardless of their geographical location in the world.
Q.
What will all companies have to do to become compliant with BS7799/ISO27001?
A.
All companies will have to implement an Information Security Management System in accordance with ISO17799/ISO27001.

Q.
How long will this take?

A.
Depending upon the size of the company and the management commitment to its implementation, anywhere between 6 months and 2 years. 

NB:
The standard deals with the security of all corporate information. Of which, only about 50% specifically relates to IT the other half relates to the security aspects associated with people, policies and procedures,
So the above explains what BS7799 is and why companies need it.
Sample Contents of the ISO17799:2000 Standard & 2005 revision
ISO17799 is made now up of 11(previously 10) control sections which cover: 
1 - Security Policy 
A document to demonstrate senior managements support and commitment to the Information Security Management System (ISMS)
2 - Security Organisation/ Organising Information Security (new name for 2005 rev)
Establish a management framework to initiate and control the implementation of information security within your organisation and to manage ongoing information security provision.

3 - Asset Classification and Control/Asset Management (new name for 2005 rev)
A comprehensive inventory of assets with responsibility assigned to ensure that effective security protection is maintained.

4 - Personnel Security/Human Resources Security (new name for 2005 rev)
Well defined job descriptions for all staff outlining security roles and responsibilities. To reduce the risks of human error, theft, fraud or misuse of facilities


5 - Physical and Environmental Security

Define the security requirements of all corporate premises and those of the personnel occupying them, to prevent unauthorised access, damage, and interference to business premises and information.

6 - Communications and Operations Management   

Optimise your communication & networking systems to facilitate smooth operation of the Information Security Management System to ensure the correct and secure operation of information processing facilities 
7 - Access Control

To ensure that only those with the appropriate authority have access to corporate information where ever it resides and the protection of the supporting infrastructure.

8 - Systems Development and Maintenance/Information Systems Acquisitions, Development and Maintenance (new name for 2005 rev)
To ensure that security is an integral part of information systems. So that IT projects and support activities are conducted in a secure manner through data control and encryption where necessary.

9 - Incident Management (new section for 2005 rev) previously in Personnel Security
Ensuring that information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken. 

10 - Business Continuity Management

A managed process for developing and maintaining business contingency plans which protect critical business processes from major disasters or failures.

11 - Legal Compliance 

Avoid breaches of any criminal and civil law, statutory, regulatory, or contractual obligations, and any security requirement.
The above 11 control sections contain 37 control objectives in turn specifies 134 major controls to be applied. Looking at just one of these sections, 

Access Control.

This has 8 control objectives:
1) Business Requirement for Access Control
2) User Access Management 
3) User Responsibilities
4) Network Access Control
5) Operating System Access Control
6) Application Access Control
7) Monitoring System Access and Use
8) Mobile Computing and Tele-Working

Each control objective is achieved through a combination of managerial, procedural, and technical controls. Therefore the control objective number 4
Network Access Control would include:
1) Policy on the use of network services
2) Enforced path
3) User authentication for external connections
4) Node authentication
5) Remote diagnostic port protection
6) Segregation in networks
7) Network connection control
8) Network routing control
9) Security of network services

 Summary


ISO17799/ISO27001 is a management standard for the protection of an organisations information assets. Consequently, if your organisation has a requirement (such as doing business with UK government agencies/businesses or any ISO27001 company in the supply chain after 2008) or legal obligation (compliance with Data Protection Acts etc.) to ensure that information assets are protected then ISO17799/ISO27001 is for you. 

It should be used as a guideline in achieving your information security goals. This is a strategic decision and must realise some benefits for your business. Such as the lack of certification being the cause for the possible loss of business, or not being able to attract any new business. You should also take into account all the advantages of achieving certification. Therefore your decision should be to concentrate on the parts that are applicable to your organisation and implement them accordingly. 

There is not much point in going down the road of certification if you cannot justify and in some cases quantify the benefits to your business. Certification is not a one-off task. The certificate lasts for 3 years and must be periodically reviewed by an external assessor. 

Whilst some organisations might have a desire to certify, the actual need to certify must be analysed by weighing up the benefits to your business against the costs involved in achieving certification. 

Organisations should also consider the hidden costs, which are continuous, such as the man power required to carry out this project (this could be anywhere from 6 months to 24 months) and the cost of the controls to be implemented.

Our advice to an organisation that wants to maintain a high standard of information security is to head down the compliancy route. As your business grows and changes in response to market forces, you can adapt your ISMS to reflect these changes easily. 

ISO17799/ISO27001 has become the de-facto standard for the protection of corporate information assets, as ISO9001 has become. 

In conclusion ISO17799/ISO27001 as a guideline is for everyone, however certification is not. 

Q.
So, what are we selling? What are our products?

A.
ISO17799/BS7799/ISO27001 Education and Consulting. 
1) 
Assist with the Implementation of a ISO17799 corporate Information Security awareness programme(ISO27001 Requirement).
2) 
Deliver half day “Introduction to ISO17799 ISMS” seminars for up to 50 persons and 
3) 
Conduct full day ISMS courses for a maximum of 16 persons per tutor (2&3 days also available)
Courses delivered by security professionals not academics.

4) 
Audit assistance


ISO17799 stage 1 & 2 audits Performed by a BS7799/ISO17799 Lead Auditor

ISO17799 Gap analysis

5) 
ISO17799 project implementation planning and management according to BSI methodologies. Provide assistance with formulating and implementing all required ISO27001 policies, procedures, and controls.
Q.
Who are our target audiences?

A.
The management and employees of all medium and large companies, the Members of Institutes (such as the Institute of Chartered Accountants, the Institute of Bankers, etc.), and the attendees at Corporate IT events.
Q.
Who within the organisation should be talking to us?

A.
The CEO/CFO, The Data Protection officer, the corporate security officer, the management of the internal audit department, the IT security department, IT management. Finance department management, etc..
Q.
What qualifies us to offer these services?

A.
The fact that we (our company) have been devising and implementing information security solutions for large corporate clients since the advent of the UK Data Protection Act of 1984. 
Our team of consultants will always be led by an information security professional who is a qualified BS7799/ISO17799 Lead Auditor and BS7799/ISO17799 Implementer. Also, the fact that we received the BSI seal of approval when BSI awarded us Associate Consultancy status for BS7799 in 2003. This means that we are trusted to provide advice and guidance and implement ISO17799/ISO27001 policies, procedures, and controls in accordance with BSI methodologies.
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